HOMEWORK 5
If you don’t have a csit1300/accessTest subdirectory then create one. Everything you do for this homework will be done with that subdirectory or in that subdirectory. Remember, case matters (e.g., AccessTest or accesstest is incorrect). Use the chmod and chgrp commands as specified to set the access permissions as specified below. I will verify that you did things as specified by looking at your .bash_history file as well as the permissions on all files and folders in your accessTest subdirectory. Write the command(s) you needed to enter on this paper and hand it in.
1. First, see that you are now in the csit1300 group (as superuser, I created that group and added you to it)
2. Set the group (chgrp) for accessTest directory to the group named csit1300 

3. Set the permissions  (chmod) for accessTest so that the owner has all permissions, group members have all but write permissions, and guests have executable permission on (not read nor write). Set this using the 3-digit octal argument first, then remove all permissions (i.e., chmod 000) for that accessTest, then set it with a single chmod command with non-octal arguments. Use the ls -l (or ll) command to verify that you did it correctly. If you made a mistake, just chmod 000 to remove all permissions on accessTest and try again until you get it (remember, I can see if you did all this in your .bash_history).
4. Inside your accessTest subdirectory create a file called myLogins which contains the list of all your logins on trinity (hint: use last command). Make it readable but not writable or executable by anyone.

5. Determine what your umask setting is. Change it so that the default for new files (or directories) will be readable for anyone but writable for the owner and group members. Using the touch command create a file named junkRWRWR and using mkdir a directory named junkDirRWXRWXRX. See if the permissions got set correctly and if not, delete them, change umask, and try again until you have it right. Change the group for the directory to csit1300.

6. Using the touch command create a file whose name is your own username in every other student’s junkDirRWXRWXRX directory. 
7. Reset your umask back to what it was (022).
8. Create the following files in csit1300. Use touch to create them and chmod to set permissions (make sure you name your files with the same upper/lower case as shown):
a. A  file called test_r that is readable only by the owner

b. A file called test_rr that is readable only by the owner and group

c. A file called test_rrr that is readable only by anyone

d. A file called test_rSS that is readable only by the owner and has the userid and groupid bits set.
e. A file called test_rsrsrt that is R or X for anyone and has the userid, groupid, and sticky bits set.

f. A file called test_sST, executable only for the owner with userid, groupid, and sticky bits set.

g. A file called test_rSrSr that is read-only by anyone and the userid and groupid bits are set.
h. In one chgrp command set the group for all these files to csit1300
9. Create a folder in accessTest named groupAccessX which is rwx--x--- (no read permission for anyone else). Change the group for this file to csit1300. Then do the following:
a. Create a file called readme.txt in this folder that has the group csit1300 and that contains “Hello World”. Make sure that the file is readable for the csit1300 group.

b. Create a directory called pub that has csit1300 for the group and put several files inside of it. This directory and all of its contents should be made readable for anyone.

c. Partner with someone to see if they can display the readme.txt file and see what is in the subdirectory you created in (b).

